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Spector CNE Investigator

The Best Selling Employee Investigation Software for Networked PCs

Spector CNE is the simplest, fastest and most thorough way to investigate employee PC and
Internet abuse. Spector CNE automatically records emails, chats, instant messages, web sites
visited and more... allowing you to investigate employees you suspect of misconduct, prove
guilt or innocence with detailed evidence, and prevent misuse of company PCs and the Internet.

Key Benefits

«Investigate and gather evidence of
suspicious employee use of company
PCs and the Internet

« Eliminate frivolous and wasteful
employee activities

- Stop the theft and leakage of sensitive
company information

+ Reduce company legal liability
«Increase employee productivity

« Ensure adherence to Internet
Acceptable Use Policies

«Provide “insider” theft protection
+ Meet compliance requirements

Features at a Glance

« Automatically record every detail of
employee PC and Internet activity

+ Quickly and easily review the activity
of any employee

« Watch playback of recorded screen
snapshots - the equivalent of a digital
surveillance tape

« Multiple levels of security prevent
tampering or disabling

- Configure, install and manage over
your existing network
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Record Everything Your
Employees Do on the Internet

Spector CNE Investigator records all
instant messages, chat conversations,
emails sent and received, web sites
visited, programs run, network bandwidth,
files downloaded, files copied to removable
media, and even keystrokes typed.

In addition, Spector CNE takes screen
snapshots to create the equivalent of a
digital surveillance tape, so you can see
the EXACT sequence of everything your
employees are doing, step by step.

This detailed recorded information is
automatically archived, organized for
easy analysis, and viewable from any
network PC... making investigations
thorough, fast and simple.

You Have the Right To Know

When your employees abuse their PC and
Internet privileges, they are essentially
stealing from your company.

To protect your bottom

line, you have

the RIGHT to

know and the

RESPONSIBILITY

to correct the

problems.

With Spector CNE you can:
« Conduct investigations and catch wrongdoers

« Eliminate frivolous and wasteful employee
activities

« Stop the theft and leakage of sensitive company
information

+ Reduce company legal liability

« Enforce compliance with regulations, standards
and policies

« Reveal false accusations and act on truth

« End grueling confrontations over racial or sexual
harassment

When you absolutely need to know exactly
what your employees are doing on the PC
and Internet, Spector CNE Investigator is
the tool of choice.

“Spector CNE catches everything.
Nothing is left to the imagination,
and in an investigation, that’s
critical. With Spector CNE, we've
seen non-work activities drop off to

almost nothing.”
Eric Skillingstad

Director of Information Technology
Mobridge Regional Hospital



Data Sheet

Why Monitor Your Employees?

The Top Reasons Companies Monitor
Their Employees:

Conduct Investigations and
Document Violations

Any employee suspected of engaging
in inappropriate, illegal, or unapproved
conduct can be investigated with
Spector CNE.

Enforce your Acceptable Use Policy
Employees often believe that rules can
be bent if no one is watching. Spector
CNE ensures adherence to your policy
for computer and Internet use. Lower the
incidence and risks of sexual and racial
harassment and occurrences of online
gambling and surfing of pornography.

Compliance Requirements

Meet or exceed Federal, Industry, or
Agency compliance requirements

with Spector CNE by seamlessly
maintaining records of communications
and transactions - a requirement for
companies in many industries.

Increase Productivity

Significantly reduce the amount of

goofing off that has grown common in
most workplaces (two hours per day per
employee, on average). Spector CNE will cut
this huge productivity drain by at least 75%.

“Insider” Theft Protection

One in five employees will copy or print
company-owned materials in the days
leading up to their resignation. Others will
routinely leak sensitive and confidential
information, accidentally, intentionally, or
otherwise. Spector CNE allows you to look
back in time to detect and document this
behavior.

Guard Against Corporate Fraud

and Criminal Activities

Detect employee fraud and criminal
activity taking place within your
company. Spector CNE ensures your office
computers are not being used for illegal
activities and helps you collect the proof
you need to prosecute or take disciplinary
action.

Spector CNE Investigator

Conduct Detailed Investigations

Spector CNE empowers you to investigate
employees you suspect of productivity,
ethics, security, compliance and PC use
violations. Spector CNE has a collection

of powerful recorders that automatically
capture employee computer and Internet
activity, day and night, 365 days a year.

Spector CNE will automatically record:
Web Sites Visited
Online Searches
Emails (including webmail)
Chats/Instant Messages
Keystrokes Typed
Program Activity
Network Activity
File Transfers

Documents Saved/Printed

_—

Screen Snapshots

_—

Monitor Employees Remotely

Spector CNE recordings are accessible
from any computer on your network.
Simply select a monitored PC you
wish to review and Spector CNE will
automatically retrieve the recordings
wherever they are stored on your
network. The recorded information

is organized and displayed on your
computer in the Spector CNE Viewer.

Time Saving Top 10 Reports

It is now faster and easier then ever to
see what your employees are doing on
the PC and Internet. Spector CNE sifts
through the recordings from a monitored
computer to create Top 10 Reports of the

most important PC and Internet activities.

See the Top 10 web sites they visit, online
searches, people email was sent to,
people they emailed and more.

Secure Data Storage

Spector CNE recordings are protected
against unauthorized access through

powerful encryption and password
protection. Recordings can remain on
the monitored PC or be automatically
transferred to a network server.

The Spector CNE Data Vault securely
stores and organizes recordings that have
been transferred from the monitored PCs
to the network server.

Simple Backup

The Spector CNE Data Vault makes
backup simple by compiling all of your
recordings into a single folder that

is organized into subfolders for each
computer being monitored. Backups
made to Tape, CD, DVD or other storage
media remain protected through
encryption and a security password.
Backup recordings can be easily opened
and viewed with the Spector CNE Viewer.

Works Over Your Network

The Spector CNE Control Center ensures
that you never have to physically visit
individual PCs by making network-based
installation and management a breeze.
Deployment, configuration and review of
PC recordings can be accomplished from
anywhere on the network... no special
training required.

Tamper Proof

Stealth technology ensures that Spector
CNE cannot be detected or tampered
with by unauthorized users. Once
installed, Spector CNE will not appear in
the System Tray, Task Manager or in the
Add/Remove Programs menu.

“Spector CNE takes care of the surfing
and the Social Networking. When it
comes to Spector CNE, I'm a believer.

Every small business needs to have it.”

Celeste O’Keefe
CEO
The DANCEL Group



The Spector CNE Viewer

The Viewer is the focal point of Spector
CNE and provides you with an easy-to-
use, tab-based interface for reviewing
employee PC and Internet activity.

Recordings are retrieved from your secure
archive source (either the monitored PC
or the Data Vault), loaded into the Viewer
and organized by activity type (Screen
Snapshots, Email, Chats/IM, etc...).

The Spector CNE Viewer displays:

« Video-style Screen Snapshot Recordings
« Chats and Instant Messages

+ Words and Phrases Searched

« Web Sites Visited

« Emails Sent and Received

« Files Transferred

« Keystrokes Typed

« Programs Used Figure 1. Reviewing screen snapshots is simple with Spector CNE’s video-style controls. Press

. . the PLAY button and snapshots replay like a video recording. Move forward one snapshot
+ Documents Copied and Printed . . .. .
at a time to carefully examine employee activity, step-by-step. You can also skip ahead;
instantly rewind; or jump to a specific date, time or web site visit. Individual snapshots can be
« Top 10 Activities printed or a range of snapshots can be exported as a stand-alone video file.

« User Activity Summary

Figure 2. Click the Email Activity tab and you will see a one line summary of all sent and
received emails. Click any item in the summary list and Spector CNE will display the entire
email message. In addition to corporate email messages in Outlook, Spector CNE records
webmail from Google mail, Yahoo mail, Hotmail, AOL and more.
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Viewer & Control Center

Spector CNE Components

Recorders

The Recorders are installed onto each
computer being monitored. Once installed,
recording is automatic and undetectable.

Data Vault

The Data Vault is a secure, centralized
storage location for your recordings. Each
monitored PC will automatically transfer
its recordings to the Data Vault for safe
keeping until you are ready to review
them. You can employ one or multiple
Data Vaults (each on a separate server) to
organize recordings by department, office
floor or building or any category you choose.

Control Center

The Control Center is a management tool
used for network installation, configuration
and retrieval of Spector CNE recordings.

Viewer

The Viewer is a Windows application that
displays recordings from the Data Vault

and organizes them into category-based
tabs. Forinstance, click the Email tab

and the Viewer will display all Emails sent
and received. You can even replay screen
snapshots of an employee’s PC and Internet
activity with the Screen Snapshot Viewer and
its easy-to-use, video-style controls.

“Spector CNE catches everything...
and in an investigation, that'’s

“Finding and weeding out a
problem employee early, that’s one
of Spector CNE’s great values.”

System Requirements

Recorder (for computers being
monitored)

« Windows® 7, Windows Vista®, Windows XP
Professional, Windows Server® 2008 or 2003

« Network Access (Networked on a Windows
Domain, Workgroup, or Novell Network)

« Administrator share level access (C$) to computer
for remote installation

« Task Scheduler enabled for remote installation
+ Registry Services enabled for remote management

Control Center

« Windows 7, Windows Vista, Windows XP
Professional, Windows Server 2008 or 2003

« Administrator Privileges to each network
computer being recorded

« Network access to computers being recorded

Data Vault

« Windows 7, Windows Vista, Windows XP
Professional, Windows Server 2008 or 2003

« Network access to the computers being recorded

« Approx. 2-15 MB of hard disk space per day
for each computer being recorded (hard disk
requirements may vary depending upon the type
of events being recorded)

Primary Server

« Windows 7, Windows Vista, Windows XP
Professional, Windows Server 2008 or 2003

« Network access to the computers being recorded

critical. | came up with a per
employee savings projection of Mike Hewitt

53640 a year.” Sacramento Municipal Utility District

Eric Skillingstad
Director of IT
Mobridge Regional Hospital

“We could have terminated
several people. The problem was
so widespread... we distributed
pictures anonymously to
demonstrate Spector CNE’s
technology. The game playing
stopped cold.”

“Since the installation of Spector
CNE on a number of our computers
in the office, Internet abuse and
inter-company email (gossip) has

nearly been eliminated.” SpectorAustralia.net
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